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WHO ARE YOUY

(@tabascoeye
Raum/ZeitLabor (Mannheim)
The #tFa/z/0r Operator

NOT a reverse engineer or a security researcher by day

Loves electronic music
Fnjoys awesome design
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WHAT IS THE OP-1




"the portable wonder synthesizer”

Made by Teenage Engineering in Sweden
All-in-one portable music production box
4-Track tape recorder

9 unigue synth engines

Instant sampler (6/12 seconds)

Multiple sequencers, LFOs, effects

USB MIDI Controller

"vector based” amoled d|5p|0\/77 7

Saving power by keeping
the screen mostly black
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THE COOL FEATURES

o Builtin accelerometer that can be mapped to basically
all parameters (synth engines, effects, adsr curve...)

o Built in FM radio that can be sampled directly
o« A Choplifter game
« Amazing graphics:
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THE COOL FEATU RES
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THE COOL FEATURES
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THE COOL FEATURES

synthesis / samplers
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L AND OS5 UPDATES

o |t runs firmware, so it can get updates

HOW TO UPDATE :
* Hold down the COM key before turning the power on.

® This will take you to the "TE-Boot" screen.
* Follow the on-screen instructions.

Updates so far :




MY HISTORY WITH THE OP-1

Berlin hipsters need money

OP-1s are "affordable” on eBay

Bought in May 2014

FW Update 14203 came out end of May...

File ending: "op1”

Let's check that out...
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STEP 1 FILE ANALYSIS

o Tip 1. be lazy, use binwalk
o First 4 Bytes == (R(32
o After that: LZMA compressed tar archive

OO ® oprrevz View Go Bookmarks Helf

< > MHome Downloads op1_rev2 Q =

OP1_vdk.ldr




STEP 1 FILE ANALYSIS

o Tip 1. be lazy, use binwalk
o First 4 Bytes == (R(32
o After that: LZMA compressed tar archive

OO ® oprrevz View Go Bookmarks Helf

< > fHome Downloads op1 rev2 o} =
O S contentit 50 Bookm: lelr

€ > fMHome Downloads op1 rev2 conten



STEP 1 FILE ANALYSIS

< > fHome Downloads op1_rev2 content display Q =

adsr.svg album.svg apetape.svg : Jt bode.svg clock.svg

D& E display

COM.5vQ cranklfo.sve dbox.svg delay.svg
dd Music

3 Pictures -

H videos 2.5vg ara dsynth.svg v dynaenv.svg

o =

fm.svg Ftw g grid.svg

< Downloads cls.svg

Devices
[® Backup
[® computer
Bookmarks
[ VBoxShare
[ Datengrab
b taba Ve e.5V( v midilfo.svg nixer.svg mllp.svg

iter.svg Vg lpc.svg

Network

27 Bro
B Connect to Server octave.svg ok.sve ok_naddie.svg ok_orig.svg opfont.svg

=

pd.svg
simple.svg singlelfo.svg cetch.sve slump.svg st.svg subscreenhand.svg

tape.svg

t10.svg tapeconfig.svg tempo.svg tombola.svg tune.svg

— |

reroutelfo.sv




MORE ANALYSIS

« More SV(Gs than seen when using the device...
e The .dbfiles are SQLite databases
o The Idr files are weird (Ldraw.org ?7?)
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MORE ANALYSIS

@ ® (@ sQLite Database Browser - /home/taba/Downloadsfop1_re
File Edit View Help

N w8 rf §?

Database Structure | Browse Data| Execute SQL

]

ble: | kerntable - Mew Record | | Delete Record

kerning

g | Fad | i

[ R ¥ g =Y

ra
!

0
"

¥

7.20000;




MORE ANALYSIS

Y SQLite Database Browser - fhome taba/Downloadsfop1_rev/contentfopi_factory.db
File Edit View Help

D@ s B 2

Database Structure Browse Data | Execute SQL




STEPZ: GATHER MORE INTEL

o Found beautiful pictures of the OP-1 P(Bs
o CPUis Analog Devices BlackFin DSP (BF-524




STEPZ: GATHER MORE INTEL




GATHER MORE INTEL
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BlackFin DSPs

Also used in Rigol Oscilloscopes (DSO)

16/32 bitinstructions

Parallel instructions

_ockBox security features (secure boot? Signed FW?)
Runs ucLinux or VisualDSP++/VDK

Boot process uses "loader” files ==> Idr
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| DR Format

Actually, not LEGO...

Somewnhat compressed file

Blocks with headers to tell the CPU type of block
and load to which memaory address in the mem map

Some blocks have “fill" flag but no data: "compression”
"Fill the area from Ox123 with 200 zeros/ones”
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| DR Format

LDR FILE

FLASHIPRONM .- 16-BYTE HEADER FOR BLOCK 1
LI MEMORY
= .- BLOCK 1
) BLOCK 1o~ I
ﬂfﬂf{.& BLOCK 3 I 16-BYTE HEADER FOR BLOCK 2
APPLICATION
. CODEDATA -. BLOCK 2

]

I *, *+.| 16-BYTE HEADER FOR BLOCK 3
0xE FO0 D000 _ s

T

RS BLOCK 3
'*. | 16-BYTE HEADER FOR BLOCK n
BLOCK 2
1 BLOCK n

ON-CHIP
BOOT ROM




MY CRUDE PY THON SKILLZ

o Still thinking this runs uclLinux...

o Started to write a crude "decompressor” in python
o |dea: turn the LDR back into an DXE executable

« People on forums describe DXE as “like ELF"

e Should be able to use with radare2 or similar?

o Github: https:/github.com/tabascoeye/ldr2dxe
e August 2014
» Lostinterest for a while. .
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2 YEARS LATER

musilkmesse

.;’
B messe frankfurt




MUSIKMESSE 2016

o [eenage Engineering shows BETA of a new 0OS
o Fan Forum (Operator-1.com) explodes

o Beta is subsequently leaked somehow
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STEP 3 GET MOTIVATION AND HELP

Posted a diff of 14203 and 076 on Forum
S5ome S5V(GS gone, some new 0nes

-irst try at re-packing the FW with correct CRC
Upload succeeded

Plaved around with some SVG files

=> first publicly known custom FW on the OP1
(| think)



STEP 3 GET MOTIVATION AND HELP

& CopyRight @ Delete

Same | E,a New| == Modified| Filters «

& @Compare €
i [ op1_14203.0p...ed] _4.extracted 3%

/home/taba/Downloads/ op1_14203.0p1l.extracted/ 4.extracted v || Browse... /home/taba/Downloads/ op1_076.op1.extracted/ 4.extracted v || Browse...

Name
v s 4 extracted
¥ | content

Size
4.1kB
4.1k

Modification time
Fr 02 Sep 2016 20:08:32
Di 25 Mdr 2014 00:26:01

Name
¥ & 4 extracted
v [ content

Size
4.1kB
4.1kB

Modification time
Fr 02 Sep 2016 20:08:05
Di 22 Mar 2016 14:36:36

¥ i audio 4.1kB
> [ drum 4.1kB
& factory_drum 4.1kB

& fFactory synth 4.1kB

& preset_drum 4.1kB

& preset_synth 4.1kB

Fr 06 Dez 2013 09:53:49
Fr 06 Dez 2013 09:53:48

¥ i audio 4.1kB
bl drum 4.1kB
Fr 06 Dez 2013 09:53:53 vl Factory_drum 4.1kB
Fr 06 Dez 2013 09:53:49 > [ Factory_synth 4.1kB
Fr 06 Dez 2013 09:53:48 b il preset_drum 4.1kB

[

[

1.3

Do 24 Mar 2016 10:28:08

Di 22 Mar 2016 14:36:36

Di 22 Mdr 2016 08:56:50
Mo 21 Mar 2016 19:24:36
Do 24 Mar 2016 10:28:08
Fr 06 Dez 2013 09:53:48 [l preset_synth 4.1kB Do 24 Mar 2016 10:28:08
&l speech 41kB  Fr06Dez 2013 09:53:48 & speech 41kB Mo 21 Mar 2016 19:24:36

* | synth 41kB Fr06Dez 2013 09:53:46 [ synth 41kB  Di22 Mar 2016 14:36:36
¥ s display 12.3kB Do 13 Mdr 2014 18:34:40 12.3kB Mo 21 Mdr 2016 19:24:36
chor.svg 12.2kB Fr06 Dez 2013 09:53:55
delay.svg 8.8kB  Fr06Dez 2013 09:53:55
duallfo.svg 10.5kB Fr06 Dez 2013 09:53:55

¥ | display

delay.svg 87kB Mo 21Mar201619:24:36
duallfo.svg 10.5kB Mo 21 Mdr 2016 19:24:36
iter.svg 41kB Mo 21 MaEr201619:24:36
simple.svg 13.5kB Mo 21 Mar 2016 19:24:36
slump.svg 40kB Mo 21Mdr 2016 19:24:36
tempo.svg 21.6kB Mo 21 Mar 2016 19:24:36
opil.db 36.9kB Di22 Mar 2016 14:36:36
op1_factory.db 97.3kB Di22 Mar 2016 08:56:50
OP1_vdk.ldr 2.1MB Do 24 Mar 2016 10:40:20
te-boot.ldr 241.1kB Mo 21 Mar 2016 19:28:02

Fr 06 Dez 2013 09:53:55
Fr 06 Dez 2013 09:53:55
Di 25 Mdr 2014 00:26:01
Di 15 Apr 2014 10:16:53

tempo.svg
opl.db
op1_factory.db
OP1_vdk.ldr

MWXIr-Xr-x 34 months




STEP 3 GET MOTIVATION AND HELP




STEP 3 GET MOTIVATION AND HELP

« New topic opened on Forum: "Custom Firmware”
o Starting with a public disclaimer to TE (|)

o Details of Firmware (SQLite DBs, LDR files, SVGs)

« Opensource libs discovered in LDR via 'strings”
— Yaffs2, libaiff-5.0, sglite 3, box2d, libjson...
o Understanding the SVG concept

— Adobe lllustrator CS4, (S5, creative cloud
— "Animations” mainly done with toggling "dislay=none”
— Groups and IDs must be preserved (Inkscape kills most of it?)

/First cool graphics mads thanks to @flederrattie <
P
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STEP 3 GET MOTIVATION AND HELP

Rambling about the missing IDs in fx_type table

Trying out some values for "filter” but get crashes:
‘Invalid parameter value”

Waking up to message from Wavi (kudos!)

He unlocked "filter” FX by copying parameters from
another fx






STEP 3 GET MOTIVATION AND HELP

New synth engine "lter” unlocked
Only exists in the beta, not finished at all
Just like the other new synth in the beta: no graphics

No luck with other "missing” FX types:

— Apetape

- Lpc

— (Chorus

Maybe wrong name or missing in the FW?

==> | et's get dirty with the LDR files...



STEP 3 GET MOTIVATION AND HELP

Discussions on IDApro BlackFin plugin by codenaschen
nttps:./github.com/krater/Blackfin-IDA-Pro-Plugin

\Vlade for Visual Studio 6 and older IDA SDK

Woke up to a working fork of IDApro plugin
made by JakeQOkay (kudos!)

And J[h | S teenage engineering <support@teenage.engineering=
| OP-1 custom Firmware

tabascoeye@gmail.com




STEPA GREETINGS,

AL

loc_373768E3: ; CODE XREF: sub_3737681C+B31j
eax, [esp+426h+Hunber DFBytes!
ebx

; 1pouerlapped
eax ; 1pNunber0fBytesWritten
offset alimeUersioni_o
strlen
ecx
eax ; nNumberOFBytesTo!
offset altimeUersioni_p ; 1pBuffer
[esp+430n+hobject] ; hFile i E . hProcess ad 7
a: teFile E " 7 hThread dd ?
[esp+420h+hObject] ; hObject 0808 duProcessid ad 7
dszCloseHandle duThreadld ad 7
eax, [esprhi - s \ / / P b 0 PROCFSS TNFNRHATINN ends
esi p - _- : =lgix|
g 2n 184 53-50 68 OC 91 37 37 E8 51 “ru_HD$qSPNECT7|a
68 BC 91-37 37 FF 74 24 20 FF 15 "B..YPhRC77 t§
74 2 10-FF 15 66 80 37 37 8D un “dA77 t$h §A77
63 E9 FF-FF 59 8D 44 24 24 59 50 "§ UPucu YHDSS
97 53 55-6A 04 53 53 68 00 60 00 " §REI7SUjRSSh.
F8 83 FF-FF 75 0B 56 FF 15 10 81 "@U +1°T uby
3u 6 82-53 53 57 FF 15 68 "773Lu4jRSSU §h
53 BE E0-93 37 37 50 56 89 “7HD$qS-pU77PUR|
09 59 56-56 57 FF 15 64 80 " YPUU §dA
37 37 6A-01 58 5F 5E 5D 5B iR _"
81 EC 44-01 00 06 53 55 56
6h 88 FF-35 14 AD 37 37 FF
85 F6 OF-84 BD 00 00 00 BD
FF 15 30-81 37 37 56 E8 AD "77U0U §0B77Vun,
00 00 8B-1D 5 81 37 37 8B * Uuyh. RTE7 7
edi, eax 37 37 56-FF D3 83 C4 20 8D “LOR-F77Y LT- H
7376936 edi, OFFFFFFFFh 84 80 37-37 83 F8 FF 89 44 “qPU §AAZ7I WD)
_text:37376939 j short loc_37376946 . s 35 14-AD 15 DO “uBUj. SqUT7 §}
-text:37376938 esi ; lpFileName FF 15-38 56 E8 “7udWUY §6677Vu
ds:DeleteFilen 51 68-84 56 FF L Ny+LQhAe7TY
CF 2B-C8 60 51 BB A}+LHDY O
FF 15-198 8D uh " LT-,U §REZTHD
15 80-80 €0 75 “P t$q §AATTELY
37 FF-15 37 FF P 54u77 §in77
37 6a-01 5D 5B

5 [880808818 BYTES. COLLAPSED STRUCT _SYST
5 [80000094 BYTES. COLLAPSED STRUCT _OSUE

_PROCESS_INFORMATION struc

niteure

eax

sub_3737527(

ox

eax, [esp+hi

ecx

eax ; 1pFileName

dszDeleteFileA

ebx hTemplateFile
duFlagsAndAttributes
dutreationdisposition

; 1pSecurityfttributes

; duSharetiode

ebp
u
ebx

ebx H

400000080 ; dubesiredAccess

esi ; 1pFileName
L]

edi ; CreateFiles

loc_37376942: ; CODE XREF: sub_3737681C+C5Tj
eax, eax
short loc_37376970




STEP4: GREETINGS, IDA

o pretty steep learning curve
o Especially with a custom processor plugin (i.e. no x86)
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te-boot.ldr VS OP1 vak.ldr

o Bootloader is parsed fine
« Main OS does not parse with our plugin
o Too many "illegal” instructions

o Analysis+Naming via:
— Referenced strings

— Called functions and proximity browser
— (PU Manual (ROM functions etc))

/
)



._D IDA View-C |_D IDA View-B |:| @ Hex View-2 ,_!,—,J Program Segmentation .;'I Strings window ._D IDA View-& @ Hex View-1

Y
I
Bootloader Display Hain_Menu

7 T T B Y
L (e 5] I il e 5] M Ll el =
a1l UploadFirmware| |aShift2 HotherboardTest| (aShift3 FunctionTest| (aShifth FlipDisplay| |a2 FunctionTest

100.00% {1731,-53) (B98,406) 000OBBAC 0000AEG4: Bootloader Display Main Menu




Windows7 (RetinaEngrave 4.4.0.7) [Running] - Oracle VM VirtualBox

Machine View Devices Help
D& - Ch\Users\Fabian\Downloads\OP-1_revite-boot.idb (te-boot.ldr)

File Edit Jump Search View Options Wi

SR e i &

okt F-F X B-ra-ke
3 =@

Library function Data Regular function e Instruction External symbol

O & x || [Hmav

-~

_-,"E| Program Segmentation

:I Strings window

1=k

IRES

A2 8 B g

e O & X

Address




FINDINGS IN BOOTLOADER

Hidden Developer(?) Menu
Depending on a value in OTP Memory of CPU
==> developer OP1s have magic value in there?

One-Time Programmable?
— Once a dev OP1, forever a dev OP-17

The "OT" part of OTP Is not that strict on BlackFins
according to the Manudl

CAN be locked via command ==> never writeable again
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I_E IDA View-C L |_E| IDA View-B @ Hex View-2 EE Program Segmentation E Strings window |_E| IDA View-A @ Hex View-1
RA.L = BxSdoc; # RO=0xFrefSdcc
RAB.H - BxFFAEA; # RB=-BxFrafsdce

» al_UploadFirmware =>
CALL display text;
P1.L = Bx2be9; # PA=-0xFFP02be9
F1.H = BxfraB; B M=dxFreozbed

A ounk_FFeBZBREY

RB = B[P1] (£);
CEC = (RO == BxB);
IF fCC JUMF loc_aF2ag Re-Frabhedd

(ol o [
# RO=-0xFFB0Sded

§ RO=0xFFB05ded loc_RF2@: # RO=0xFFROSe3D
» aShift2_MotherboardTest =3 RB.L = BxSedf;
RO.H = OxFFEO; # RO=0xFFROSe3D
# RO-0xFFRB5dFc » a2 _FunctionTest =»
B K=tk rgihdic CALL display_text;
» aShiftd_FunctionTest => RB = ROT RY BY Bx8;
CALL display_text;
Bk RO=DxFrBaSel18 RB = HOT RS BY BxB;
i RO=-0uFFB0Seq1d CALL display_text;
» ashifts Flipbhisplay =»

RO-B:FF8d5ehh

Yy

e

loc_AF3C: # RO=-DxFroASe LYy
HB.L = Hxbehl;
RB.H = BxFFRB; B RB=DxFFRA%p LY

-» af_FactoryReset =3

CALL display text;
REB.L Bx5e5%H 3 I Re=bxfrEnSeL8
RB.H BxfFe0; I Ro=BxfrEn%eL8

-» a8 FormatDrive =3>
CALL display text;
RB = ROT R7 BY Bx0;

0000BCOE 0000AECE&: Bootloader Display Main Menut62




10D0 AND THANKS

o The IDA plugin needs work AND/OR
« Someone introduces me to radare? plugin writing
o [0DO:

Get OP1_vdk.ldr to parse correctly

Find out what happened to Ipc, apetape, chrous
Come up with some maore awesome graphic mods
Modify the choplifter game ;0

o [HANKS:
— Wavi (aka @riichrd), jakeokay (aka @clpwn),

/
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(@flederrattie, everyone on operator-1.com

and of course Teenage Engineering for this amazing devicg
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QUESTIONS?




SOME LINKS TO GUIDE YOU

o teenage.engineering — company website

e FOrUMS

— Operator-1.com — great fan forum
— Subreddit OP1users

« Sample packs and other stuff

— Go-pT.net — nice page with resources, links, samples..
— oplessentials.com — sample packs (most of them paid)

o MisC
— noorden.org/op1/ — first OP-1-only-compilation

/ — store.professorklig.com/album/28-days-with-the-op-1 N
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